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1.What is Two-Factor Authentication(2FA)?

Google Authenticator =
Google

#3 in Utilities

Free

When you use TUMSAT Gmail, Two-factor Authentication(2FA) is required
in addition to Your TUMSAT ID and Password.
Be sure to install and use the Google Authenticator app

only on your personal device.

This application is for individual use only.

2.Install Google Authenticator

You can install the Google Authenticator app on a phone or a tablet.
Please search for this app in the App Store(iOS) or Google Play Store
(Android) directly.

You can also scan QR code below to open the installation page.
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3.First Setup and Login

For first-time users or when changing your phone/tablet or if no code appears,

please follow the steps below.

Be sure to install the Google Authenticator app in advance.

(1) Issue the QR Code (PC : Phone - Tablet)

1. Open the following URL on your device.

Copy URL
https://idpd01.kaiyodai.ac.jp/wptotp/

2.Enter your login information:

TUMSAT ID : Your TUMSAT ID
Password :  Your SSO password
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And then, click the [Login /B 7 1 > ].



If the following screen appears, click the [Reissue /B51T/.
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3.Keep this screen open. You will use it shortly in the app setup.
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(2) Get Your 6-Digit Code (Phone - Tablet)

4. Open the Google Authenticator app. Tap the [Start /Bi%4 or > TH 3% ].
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5.0n the screen, you will see the message:

“Welcome to Google Authenticator”’[Google Authenticator ~& 5 Z %]

To proceed, tap the link under the blue button:
“Use Authenticator without an account”
[77H 7> b4 L T(Authenticator) % {EF]
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6. Tap the [Add a code /2 — K % &/n].
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7.Tap [the Scan a QR Code /QR O — F & X F v > ].
If you are not using a PC browser, go to page 12
for the setup key method.
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8. After tapping, Google Authenticator camera will open.
Scan the QR code displayed in step 3.

Google Authenticator starts up the camera
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9. A 6-digit code will appear on your Google Authenticator app.
This code refreshes every 30 seconds.
Please always use the latest code.
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(3) Link with Your TUMSAT ID (PC : Phone - Tablet)

10.Return to the screen Step 3. Enter the 6-digit code.
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11. Click the [Register/Z#%].
The [Enter] key will not work. You must click the button.

ﬂxffﬁév_ .
QA FEEA

Tokyo University of Marine Science and Technology

FRSNTVBQRI-RZZA7TUTEHRDET.

=




12. If the following confirmation screen appears, your registration is complete.
Click the [OK] button.
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13. On the next screen, click the [Close/E L % ].

Even if no reaction happens after clicking the button,

Your registration is still valid.
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(4) Test Login (PC + Phone - Tablet)

14. Access TUMSAT Gmail or other TUMSAT system on a PC,
phone or tablet:

Students :

https://mail.google.com/a/edu.kaiyodai.ac.jp/
Faculty/Staff :

https://mail.google.com/a/kaiyodai.ac.jp/




15. Enter your TUMSAT ID and SSO password ,then, click the [login/B 7 1 > ].
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16. Click the red button:
[Log in with Google Authenticator /Google Authenticator ZfE-> TR 7 4 /]
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17. The screen will change to the following image.
Enter the latest 6-digit code.

QA =mrAs

Tokyo University of Marine Science and Tecknology




18. If login succeeds, the initial setup is complete.

Enter the latest 6-digit code, whenever 2FA is required.

Tips

Deleting the Old Code in the Google Authenticator App

B e

Open your Google Authenticator App.
Swipe a code entry from right to left.
A trash icon will appear on the right side.

Tap the trash icon to delete the code.
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(5) Enter Setup Key (Optional)

Use this if you already tapped [Add a code /T — F ZiEH]].

7.Tap the[Enter setup key/t v 7 v 7% —% AH].
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8. Enter your information on the screen below.

Code Name : Your TUMSAT ID i
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9. Click the [Add/:&/n], a 6-digit code will appear.
Use the code whenever 2FA is required.
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Then, return to
Link with Your TUMSAT ID(PC - Phone - Tablet)

on the previous page.
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4.1f you can’t Register or Login

Cause 1 :Time Difference

- Registration may fail if your device time is not correct.
- Set your device to the correct local time (work outside Japan, too)

to avoid errors during ID registration and authentication.

Refer to 0S-specific help pages:

Windows10/11:
https://support.microsoft.com/ja-jp/windows/how-to-set-your-time-and-
time-zone-dfaa7122-479f-5b98-2a7b-fa0b6e01b261

MacOS : https://support.Apple.com/ja-jp/HT203413

i0OS @ https://support.Apple.com/ja-jp/HT203483

Android : https://support.google.com/android/answer/2841106

Cause 2 :App(Google Authenticator) Update

After updating, the app may reset.
If you see [Add a code] on app, repeat this manual to set it up.

Contact for Support

Support Team
1st Floor Shinagawa campus library Office
Phone number: 03-5463-0446 / E-mail: ict-support@o.kaiyodai.ac.jp
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